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Abstract. The analysis of ergonomic properties has been made in relation to ergo-
nomic evaluation of objects of digital world. The proposal is to extent three recog-
nized domains of Ergonomic (physical, cognitive and organizational) by the new one: 
informational. Some appropriate related topics are proposed. Information/cyber secu-
rity issues are formulated as ergonomic objects in the digital environment. It is pro-
pose to add to four recognized general ergonomic properties (learnability, serviceabil-
ity, controllability, inhabitability)  to add resilience of human-system integration as 
one more ergonomic property. The technique to measure “ergonomicity” are dis-
cussed with the appropriate 4-point scale that is based on use of 4 levels of ergonomic 
indices: integral complex, group and single. 
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1 Introduction  
Ergonomics discipline promotes a holistic, human-centered approach to work sys-
tems design that considers the physical, cognitive, social, organizational, environmen-
tal, and other relevant factors independently on time and space of a human activity, 
and on a particular technology used [1]. It is world-recognized that changes in tech-
nologies led to that we live in digital world (eWorld), where not only compatibility of 
all components of the human-machine-environment system (HMES) can be critical, 
but the processes inside the HMES (information exchange, production of new infor-
mation etc.) play more and more significant role. Information obtained by the human-
in-the-loop needs to be described not only by volume and flow rate (“external” char-
acteristics), but its (cognitive) content (“internal”). This is accompanied by changes in 
the nature of HMES components where information became both tool (“machine”) 
and environment at the same time. Besides, the network, where the human and the 
system activity are carried out, has new features [2]. Information content became the 
tool to impact on the human and (as a tool in HMES) could be an object for ergonom-
ics intervention. 
It is recognized that the System changes its feature over last decades [3], espe-
cially in digital space, and a human individual cognitive, creative and critical abilities 
became crucial for the humanity civilization [4]. Today’s children were born, grow, 
study, master their occupation, live and work in the world is increasingly losing the 
features of the material world and turning into the world of information and 
knowledge [5]. Taking into account the life-long learning trend in job market’s needs, 
education and work become the mixed (to some extent) system of a new type – the 
system for production of knowledge and human talent as the intellectual capital. Be-
cause such a system has its own structure and functions, the general system perfor-
mance can be described in terms of the systemic-structural activity theory [6]. 
Purpose. To analyze features and specifics of ergonomics challenges in the digital 
age as well as a human ergonomic needs in the eWorld. 
2 Discussion of results 
The transformation of the role of information networks, their place in life led to a 
shift of attention of networks’ designers towards human-centric nature of their crea-
tion and existence, the emergence of the need to use the concept of not only the "inte-
gration network", but the concept of "integrated person-centric network" with its cor-
responding features [2]. Integrated network is not a new type of passive element of 
innovative processes and active, because it is much more clearly manifests the chang-
ing nature of modern art, which is "currency" with its own laws of formation, devel-
opment, traffic and the need to protect [7], especially when working in information 
environment [8]. 
It is recognized that the most often cited domains of specialization within HFE are 
physical, cognitive and organizational ergonomics (Fig.1), where cognitive ergonom-
ics focuses on mental activity. Above mentioned challenges can look like the cogni-
tive ergonomics’ domain, but the latter focuses on mental processes, and work in 
digital environment deals with content of the mental activity rather than with only the 
process of information flow. Ergonomics from the past to the present dealt with mate-
rial world outside a human (even if mental processes reflected that world). Today’s 
life and activity aims to a human brain and cognitive model of the world, because they 
produce new facts, new information and knowledge that can change the material 
world (mWorld).  
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Fig. 1. Ergonomic domais and relevant topic (https://iea.cc) in digital world. 
 
At the same time, Ergonomics can be interpreted as the scientific discipline that study 
human, tools, environment and their interaction in activity (Fig. 2). 
 
Fig.2. Subject of Ergonomics 
 
Enviroment is considered as not only natural (physical, chemical, biological) one, 
but item (human made), organizational, psychological, informational. Respectively, 
above mentioned Ergonomics domains can be associated with one or two types of 
environment.  But in digital world we faced new challenges related to the specific role 
of information that represents human, tools/means and environment at the same time, 
and that cannot be separated from a human (as an external object of his/her activity).  
“Information ergonomics” can be discussed as a new specialization within Human 
Factors/Ergonomics, and its relevant topics are: parameters of information stream 
perceived by the senses, emotional importance of the information for human activity, 
perceived and unperceivable by consciousness, density and pace, controlled and un-
controlled. The ergonomic problem is the possibility of assessing the hazard of infor-
mation for a human life and activity, as well as the possibility of protecting against it 
or mitigating its negative impact, as well as to develop the information security cul-
ture [9]. 
Depending on the means of action, the problems (and appropriate means) of in-
fromation/cyber security can be classified into five groups: 
• Legal, 
• Technical, 
• Information, 
• Organizational, 
• Psychological. 
The legal issues of cybersecurity are handled by specialized experts and organiza-
tions, so they are not addressed in this article. 
Information tools can be categorized according to the tasks solved by the users: 
• Protection/Remedies, 
• Informing, 
• Content, 
• Learn how to use, 
• Security, 
• Life-span, 
• Avoiding threats. 
In the broadest sense possible targets for the impact of information/cyber security 
(in addition to critical infrastructure objects) can be: 
 Databases 
 Personal data, including financial 
 Mass media 
 Social networks 
 Education and Training 
 Textbooks, Historiographic editions. 
Organizational tools for solving information/cyber security issues: 
 informing, 
 learning the culture of cybersecurity, professional staff of KB and the general 
population; 
 creation of special means of the BC, 
 distribution of KB facilities, 
 control of use. 
Psychological means can be grouped depending on the personal and interpersonal 
level: 
• national, 
• public, 
• group, 
• individual, 
• cultural, 
• cognitive, 
• intellectual, 
• habits. 
One of the possible ergonomic ways to assist HMES design is discussed account-
ing above mentioned features of information with regards to a human safety, efficien-
cy and comfort (wellbeing). Special attention in this regards should be paid to a hu-
man-integration system from point of view of the human. 
How to measure the “ergonomicity” (ergonomic quality) of the HMES design for 
a human digital activity in eWorld ?  
It is proposed to discuss HMES’ ergonomic properties (learnability, serviceability, 
controllability, inhabitability, resilience as well as cognitivity) and ergonomics indices 
to measure them (integral “ergonomicity”, complex indices, group indices and single 
indices).  
It is proposed the technique that uses measurable single indicators and those as-
sessed by questionnaire (united in special group indices), group indices combined in 
complex indices (“ergonomic properties”) accounting weights, and calculation of the 
integral “ergonomicity” (Table 1) that is normalized on a scale [0,1]. This technique 
has been implemented in the form of ICT tools.  
 
 
 
 
Table 1. Ergonomic indices 
 
Level Name  
Integral Ergonomicity 
 
Complex 
 
Ergonomic properties 
  
learnability 
 
serviceability 
 
controllability 
 
inhabitability 
 
resilience 
 
Group 
(exam-
ples) 
 
Learning 
time, under-
standing of 
instruction, 
additional 
question 
need  
 
Access to 
necessary 
tools, con-
venience 
 
Visibility, 
opportunity 
to change 
parameters 
 
Interface 
comfort, 
optimal 
parameters 
for human 
sensors 
 
Ability to 
restore 
perfor-
mance 
after 
damage  
 
Single 
(exm-
ples) 
 
 
Longevity of 
effective 
learning, 
scope of 
instruction 
 
Number of 
objects in 
working 
field, access 
to adjust-
ment 
 
Optimal 
vision of 
necessary 
items, con-
trol panel 
 
Comfort 
colours pal-
ette, size of 
items 
 
Time to 
re-start, 
full recov-
ery 
 
After calculation of number of critical single indices, the group, complex and inte-
gral indices are calculated in relation to the maximal numbers of corresponding indi-
ces. The integral ergonomicity is evaluated as the 4-point scale:  
 
Value Ergonomicity 
 
0.75 … 1.0 
 
Corresponds the best ergonomic designs 
 
0.5 … 0.75 
 
Good ergonomicity, but some parameters 
need to be improved 
 
0.25 … 0.5 
 
Relative ergonomicity. Need to re-design 
 
< 0.25 
 
Unacceptably low level of ergonomics 
 
Similar evaluation are made for every ergonomic property and could be used to 
compare the particular object of evaluation with competing ones, as well as for im-
proving of ergonomic quality of the object. 
 
 
3 Conlusion 
 
The analysis of ergonomic properties has been made in relation to ergonomic 
evaluation of objects of digital world. The proposal is to extent three recognized do-
mains of Ergonomic (physical, cognitive and organizational) by the new one: infor-
mational. Some appropriate related topics are proposed. 
Information/cyber security issues are formulated as ergonomic objects in the digi-
tal environment. 
It is propose to add to four recognized general ergonomic properties (learnability, 
serviceability, controllability, inhabitability)  to add resilience of human-system inte-
gration as one more ergonomic property. 
The technique to measure “ergonomicity” are discussed with the appropriate 4-
point scale that is based on use of 4 levels of ergonomic indices: integral complex, 
group and single. 
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